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Abstract— Security of valuable information is always a
very essential issue for modern digital world. Intrusion
Detection System (IDS) and many security techniques is
widely used against cyber attacks. Data mining and
machine learning methods have also been used by
researchers to obtain high detection rate and low false
alarm rate. Proposed work aims to design and
development of an approach for improve cyber attack
detection system using cloud. Uses of cloud computing
is increases very progressively. Using traditional ML
Techniques do not support well processing of large
datasets, so new approaches and platforms are
needed. This paper proposes that cloud based machine
learning technique can be used in order to classify
attack into a cloud based machine learning platform.
The work proposes a attack classification framework
using NSL KDD Cup99 dataset. The classifier is build
which is based on ‘Multiclass Decision Forest’ Machine
Learning Algorithm and is deployed on Microsoft’s
Azure Machine Learning (Azure ML) platform. Azure ML
is public cloud platform. The results obtained by
proposed model are evaluated in terms of accuracy and
the comparison is done with benchmarks provided by
competition administrators. The results obtained are
promising and the paper also directs the future
research work in the field.

Keywords— Cloud Computing, Cyber Attack, IDS,
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1. INTRODUCTION

1.1 Machine Learning and IDS :

achine learning is a type of artificial
IVI intelligence (Al) that provides computers with

the ability to learn without being explicitly
programmed. Machine learning focuses on the
development of computer programs that can teach
themselves to grow and change when exposed to new
data. Machine learning techniques have ability to
implement a system that can learn from data. For
example, a machine learning system could be trained on
incoming packets to learn to distinguish between
intrusive and normal packet. After learning, it can then
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be used to classify new incoming packets into intrusive
and normal packets.[23] In machine learning, computer
algorithms (learners) attempt to automatically distill
knowledge from example data. This knowledge can be
used to make predictions about novel data in the future
and to provide insight into the nature of the target
concepts applied to the research at hand, this means
that a computer would learn to classify alerts into
incidents and non-incidents task. A possible
performance measure (P) for this task would be the
Accuracy with which the machine learning program
classifies the instances correctly. Machine learning often
included in the category of predictive analytics as it
helps to predict the future analysis.

Intrusion Detection System (IDS) is an active process or
device that analyzes system and network activity for
unauthorized activity [2]. An ID is hardware or software
or a combination of both which is used to monitor a
system or network of systems against any malicious or
unauthorized activities [2]. Intrusion Detection Systems
(IDSs) are used to improve network security. An ID
improves the security of the network by identifying,
assessing, and reporting unauthorized network
activities. IDS are categorized into two classes: network-
based and host-based. Network based Intrusion
Detection Systems analyses network packets retrieved
from the network. Host-based Intrusion Detection
System analyses system calls generated by individual
hosts [2].The data flows through a network is very large
and it is difficult to analyze and detect the attacks using
traditional methods. Today we have number of Machine
learning techniques available which are very useful for
analyzing the data and detecting the attacks. In this
paper we have used various machine learning
techniques for network intrusion detection [2].

1.2 IDSin Cloud:

Intrusion detection system plays an important role in
the security and perseverance of active defense system
against intruder hostile attacks for any business and IT
organization. IDS implementation in cloud computing
requires an efficient, scalable and virtualization-based
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approach. In cloud computing, user data and application
is hosted on cloud service provider’s remote servers and
cloud user has a limited control over its data and
resources. In such case, the administration of IDS in
cloud becomes the responsibility of cloud provider.
Although the administrator of cloud IDS should be the
user and not the provider of cloud services.[25]

1.3 Microsoft Azure Cloud Computing Environment for
Machine learning: Microsoft’s Azure Machine Learning
(Azure ML) [3] is a cloud service that enables execution
of machine learning process. Microsoft Azure is a public
cloud platform. The benefits of using public cloud
computing platform (Azure ML) includes: handling big
data and access from anywhere in the world. The
process of Azure ML is shown in Figure — 1, which is
same as that of basic process of ML. Azure ML provides
a graphical tool for managing the ML process, a set of
data pre-processing modules, a set of machine learning
algorithms, and an APl to launch a model to
applications. ML Studio is a graphical tool that is used to
control the process from beginning to end i.e. from data
pre-processing to run experiments using a machine
learning algorithm, and test the resulting model. ML
Studio also helps its users deploy that model on real
cloud.
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Figure 1: Machine Learning Process

The need of cloud platforms to classify NSL KDD data is
established in next section. The rest of the paper
organized as: Section 2 briefly surveys the need of cloud
platforms for IDS in intrusion dataset. The work
proposed is presented in section 3.Experimental setup
and result analysis is shown in section 4 and paper is
concluded in section 5.

2. Literature Review (Need of Cloud Platforms for
IDS)

Traditional Intrusion detection system using data mining
and machine learning techniques are work on
information system they are not working on cloud
environment. Here give some literature about Intrusion
detection system and using cloud for classification with
machine learning algorithms. Multiple choices of cloud
computing models are available for different work load
management, performance and  computational
requirements. The popular statistical tools and
environments like Octave, R and Python are now
embedded in the cloud as well [5]. The important
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findings of work [6] indicate the area of customer
retention received most research attention.

Machine Learning on Cloud environment for Fast
Prediction in Big Data: As the data is growing at faster
rate and becoming “Big Data”, the computation speed
for prediction and other operations is inevitable. This
paper [7] focused on the specific problem of
classification of network intrusion traffic which is a Big
Data.

Authors [3] worked on IDS for web proxy, taking
inspiration from Intrusion Detection Systems that make
use of machine learning capabilities to improve anomaly
detection accuracy, this paper proposes that cloud
based machine learning can be used in order to detect
and classify web proxy usage by capturing packet data
and feeding it into a cloud based machine learning web
service.

In this paper, [22] authors examine different machine
learning techniques that have been proposed for
detecting intrusion by focusing on the hybrid classifier
algorithms. The objective is to determine their strengths
and weaknesses. From the comparison, authors hope to
identify the gap for developing an efficient intrusion
detection system that is yet to be researched.

Authors [23] said about the cloud based attack system.
Authors add new valued feature to the cloud-based
websites and at the same time introduces new threats
for such services. DDoS attack is one such serious threat.
Covariance matrix approach is used in this article to
detect such attacks. The results were encouraging,
according to confusion matrix and ROC descriptors.
Authors [25] proposed cloud IDS handles large flow of
data packets, analyze them and generate reports
efficiently by integrating knowledge and behavior
analysis to detect intrusions.

Authors [26] proposed anomaly Intrusion Detection
System using machine learning approach for virtual
machines on cloud computing. In this work feature
selection over events from Virtual Machine Monitor to
detect anomaly in parallel to training the system so it
will learn new threats and update the model. The
Proposed experiment has been carried out on NSL-
KDD’99 datasets using Naive Bayes Tree (NB Tree)
Classifier and hybrid approach of NB Tree and Random
Forest.

3. PROPOSED FRAMEWORK FOR CLASSIFICATION:

The Proposed Framework which employs simple
machine learning (ML) model with little change. The
input KDDcup99 dataset is suitably processed and
converted into a suitable format. The machine learning
algorithms are iteratively applied in the next step, and
candidate model is determined. These ML algorithms
typically apply some statistical analysis like regression or
more complex approaches like decision forest to the
data. Here in the proposed framework, the ensemble
methods [12] are also applied to the model for better
accuracy. At last the model is deployed and tested on
test data the snapshot of actual model build using
specified steps, at Microsoft Azure ML platform, is
shown in Figure — 2.
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Experiment created on 09/16/2017 -

Figure 2: Model built using Azure ML
Simulation Environment Setup and Result
Analysis:

Azure ML provides ML studio, a graphical tool that can
be used to control the process from beginning to end. It
includes: a set of data pre-processing modules; a set of
machine learning algorithms; An Azure ML API to access
model deployed on Azure. ML Studio allows a user to
import datasets and data pre-processing methods.

4.1 NSL KDD CUP 99 DATASET: In Earlier days the
researcher focused on DARPA dataset for analyzing
intrusion detection [13]. It consists of seven weeks of
training and also two weeks of testing raw tcpdump
data. The main drawback is its packet loss. The refined
version of DARPA dataset which contains only network
data (i.e. Tcpdump data) is termed as KDD dataset [11].
Which consist on 5 million single connections for
training records and 2 million connections for testing
Due to its huge size the researcher used on 10% of
dataset to analysis intrusion accuracy which affects the
performance of the system, and results in a very poor
estimation of anomaly detection approaches. To solve
these issues, a new data set as, NSL-KDD [27] is
proposed, which consists of selected records of the
complete KDD data set. The advantage of NSL KDD
dataset is 1. No redundant records in the train set, so
the classifier will not produce any biased result 2. No
duplicate record in the test set which have better
reduction rates. 3. The number of selected records from
each difficult level group is inversely proportional to the
percentage of records in the original KDD data set. The
training dataset is made up of 21 different attacks out of
the 37 present in the test dataset. The known attack
types are those present in the training dataset while the
novel attacks are the additional attacks in the test
dataset i.e. not available in the training datasets. The
details of attack categories and specific types are shown

4,
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NSLKDD

in Tablel. According to Tablel, there are four attack
categories in NSL KDD99 dataset:
(1) Probing: Scan networks to gather deeper information
(2) DoS: Denial of service
(3) U2R: lllegal access to gain super user privileges
(4) R2L: lllegal access from a remote machine.
4.2 Execution of Implemented Work (Experiment
Steps): The experimental steps that are and represented
in Figure—2, are explained below:
1. Create New Resource:
Analytics solution.
2. Import/Upload the dataset.
3. Pre-process the dataset. Data pre-processing can
also be done using modules written in R or Python.
4. Randomly split and partition the data into 70%
training and 30% testing, using the ‘Split Data’
module.
5. Identify categorical attributes and cast them into
categorical features using the ‘Edit Metadata’
module.
6. Convert to Indicator Values module to convert
columns that contain categorical values which can
more easily be used as features.
7. Select Columns in Dataset those are relevant
8. Apply Ensemble Method
9. Apply Machine Learning Algorithm to Train the
model.
10. Now Score and Evaluate the Model. The
‘Evaluate model’ also visualizes the results through
confusion matrix.
4.3 Experimental Results Analysis and Discussion:
The experiment is evaluated on a simple multi-class
decision forest classification accuracy parameter.
Accuracy is defined as the number of correctly
classified instances divided by the total number of
instances:

Machine Learning

Number of correct Predictions

Accuracy =
y Number of Instances

The results obtained using the benchmark code by
setting the multicast decision forest model got the
accuracy of 0.9633 in experiment, while the
benchmark results given by competition
administrators with is 0.50241. Here we have
performed experiment at cloud platform with
Multiclass decision forest techniques with an
ensemble method. The evaluation results are
inferred from confusion matrix shown in Figure — 3.
A confusion matrix also known as error matrix and
is used to describe the performance of a classifier
(classification model). The overall accuracy
obtained with our simulation is 0.9633, which is
higher than the benchmark provided. The
comparison of proposed model is done with
benchmark provided by administrators and
competition’s winning results.
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Owerall accuracy 0.963326
Average accuracy 0.963326
Micro-averaged precision 0.963326
Macro-averaged precision 0.98166
Micro-averaged recall 0.963326
Macro-averaged recall 0.50194
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Figure 3: Confusion Matrix with Multicast Decision
forest
The comparison for accuracy obtained, is shown in
Figure—4.
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Figure 4: Comparison for Accuracy

5.  ConcLusioN & FUTURE WORK

In this paper, Machine Learning technique has been
proposed in terms of accuracy and detection rate for
four categories of attack under different percentage of
normal data. The purpose of this proposed method
efficiently classify abnormal and normal data by using
very large data set and detect intrusions even in large
datasets with short training and testing times. With
proposed method we get high accuracy for many
categories of attacks and detection rate with low false
alarm. In this paper, we proposed an Azure ML based
model for attack classification. The model used
Multicast Decision forest algorithm to train the
classifier. The evaluation results show that the proposed
classifier performs better in terms of accuracy. We have
performed experiment with multicast decision forest
and an ensemble method. Our experiments showed the
better accuracy than benchmark .The proposed research
can provide potential approach for training and testing
of big data for addressing multi-class classification
problems. So, further research will evaluate the
framework with different ML algorithms. In future the
model can be optimized to handle imbalanced datasets
from various sources and domains. Also, the model can
be modified for applying on Hadoop MapReduce [11]
platform.
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