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Abstract: Cyber Security has become a critical concern in the digital era due to rapid
increase in sophisticated cyber-attacks. This paper is a complete survey of machine
learning (ML)-based cyber threat detection systems, motivated by the increasing
demand for smart and adaptable defence mechanisms in the evolving digital world.
As the sophistication of cyber-attacks has increased, including malware and phishing,
intrusion and distributed denial-of-service (DDoS) attacks, traditional signature
detection mechanisms have not kept up. This study provides a systematic review of
existing methods based on statistical, supervised learning, unsupervised learning,
and deep learning approaches along with their strengths and limitations and domains
of applications. Furthermore, the paper also introduces new context-aware multi-
layer review methodology (CMLRM), which organizes existing research as per threat
context, learning models, and operational environments for a structured evaluation of
cyber threat detection systems. Also introduced is a dataset-centric analysis that
enables us to study the influence of data quality, imbalance and feature representation
on model performance. In addition, the existing approaches are measured with
respect to performance metrics (accuracy, precision, recall and Fl-score) as well as
practical aspects like computational, cost, scalability, interpretability, and real-world
deployment feasibility.

Keywords: Machine Learning; Cyber security; Cyber Threat Detection; Threat
attribution; Artificial Intelligence; Real-Time Detection.

1. INTRODUCTION attacks has expanded as digital technologies

continue to develop and integrate into

Due to a wider and more intricate attack contemporary systems. From distributed

surface, the vulnerability to potential cyber- denial-of-service ~ (DDoS)  assaults  and
10
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polymorphic malware to advanced persistent
threats (APTs) and zero-day exploits, modern
cyberattacks have grown more complex,
adaptable, and widespread. Due to their
reliance on predetermined patterns
limited capacity to
unforeseen attack scenarios,
security mechanisms like rule-based firewalls
detection
insufficient in

and
generalize  across
traditional
and signature-based intrusion
systems are frequently

identifying these developing threats.

Because machine learning (ML) allows for
data-driven and adaptive threat detection, it
has become a potent paradigm for improving
cyber security in response to these constraints.
With little assistance from humans, ML-based
systems are able to recognize unusual
behaviors, learn intricate patterns from past
data, and locate hitherto undiscovered
assaults. Many machine learning (ML)
approaches, such as supervised learning,
unsupervised learning, and deep learning,
have been used in the last ten years for a
variety of cyber security tasks, including
network anomaly analysis, intrusion detection,
malware classification, and phishing detection.
Both academics and industry are paying close
attention to these approaches since they have
shown better detection accuracy and
automation than traditional methods.

In addition to growing interest in explainable
artificial intelligence (XAI), federated learning,
and privacy-preserving frameworks, recent
research trends (2021-2026) show a paradigm
shift away from standard machine learning
models and toward deep learning and hybrid
techniques. Furthermore, because of resource
limitations, ~ heterogeneity, widely
dispersed locations, emerging fields like cloud
computing and the Internet of Things present
new difficulties. As a result, there is an
increasing demand for systematic review
frameworks that assess existing work from
many contextual viewpoints in addition to

and

summarizing it.

In order to meet the aforementioned
challenges, this paper provides an exhaustive
review of cyber threat detection systems using
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machine learning techniques. Unlike previous
survey papers, this work proposes a new
Context-Aware Multi-Layer Review
Methodology (CMLRM) that categorizes the
literature on the basis of three interrelated
aspects: threat context, learning model, and
operational context. With this method, a more
systematic and realistic way to evaluate the
performance of the detection techniques can
be provided. In addition, the importance of t-
based cyber threat detection approaches by
examining various methodologies, datasets,
evaluation metrics, and applications currently
being developed. he datasets used for the
analysis is also considered using a dataset-
oriented analysis based on parameters like the
freshness of data, feature set, and imbalance
between the classes. The goal of this survey
paper is to give a detailed overview of the ML

2. MOTIVATION

Detection of Cyber Security Threats Using
Statistical Methods and Machine Learning
Techniques

The detection of cyber security threats has
undergone considerable evolution due to the
incorporation  of  various  data-driven
techniques, such as statistical methods and
machine  learning  algorithms.  These
methodologies facilitate the detection of
potential threats by examining vast amounts of
data and identifying underlying patterns.

¢ Statistical Model-Based Detection

Statistical algorithms are one of the oldest
building blocks of cyber intrusion detection
techniques. ~ Statistical methods employ
probabilistic distributions and mathematical
modeling to understand normal system
behavior. Using statistics, an intruder could be
detected by comparing deviations from the
established baseline of the system's normal
activities based on such parameters as traffic
volume, packet size distribution, number of
logins, or system calls. Various statistical
techniques have been used for cyber security
detection purposes, including hypothesis
testing, Bayesian methods, Markov models,
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and time series modeling. For example, a large
deviation from the established baseline traffic
profile can be considered a probable intrusion
attempt. Although statistical approaches are
efficient and easy to interpret, they suffer from
limited applicability when applied to high
dimensional data.

* Supervised Learning-Based Detection

The reason why supervised learning methods
have become popular is that they have been
successful at detecting known threats with
high accuracy. This is because the algorithms
used are trained using labeled data which
include instances of both normal and
malicious attacks. Some of the commonly used
machine learning algorithms include Decision
Trees, SVMs, k-NN, and Neural Networks.
This method is especially useful when dealing
with attacks with known signatures. With this
information, the algorithms can be trained to
detect attacks such as phishing attacks and
malware attacks based on their signatures.
However, supervised learning approaches rely
too much on the availability and quality of
training data. As a result, they cannot detect

zero-day attacks.

* Unsupervised Learning-Based Detection

However, unsupervised learning algorithms
tackle the problems associated with labeled
data by discovering any hidden patterns and
anomalies present in an unlabeled dataset.
They are extensively used for anomaly
detection where the purpose is to detect
anomalies without any prior knowledge about
the nature of the attack. Algorithms for
clustering data such as k-Means and DBSCAN
tend to cluster similar data points, making it
possible to discover the outlier data that could
signify a malicious activity. Methods like PCA
are useful in reducing the dimensions of data
to make it easier to detect anomalies in high-
dimensional data. Further, auto encoders and
other deep learning algorithms are useful in
detecting anomalies. Unsupervised learning
algorithms are especially useful when it comes
to detecting new types of cyber-attacks.
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However, unsupervised algorithms may have
more false positives.

* Hybrid Approaches

Hybrid architectures of cyber security have
become common practice today, combining
statistical, supervised
unsupervised learning techniques in one

learning, and
system. These combinations improve detection
performance due to the advantages of each
approach. For example, statistics can be used
for  preprocessing data
classification can be done by supervised

and filtering,
learners, and anomalies can be detected using
unsupervised learning. The purpose of this
survey is to give an insight into the field of
machine learning-based cyber threat detection
systems. We analyze the approaches, data
sources, performance measures, and areas of
application currently used in the literature on
this topic.

Related survey and contribution:

Machine learning (ML) methods have played a
major role in the design of intelligent cyber
threats detection tools. Research works within
this
conventional ML algorithms to deep learning,
hybrid learning models, and context-based
architectures in the last few years. This chapter
will critically review recent developments in
cyber threat detection using ML in the period
2021-2026, with a focus on methodology, data
sets, performance analysis, and future research
directions. Research studies in the period of
2021-2022 mainly concentrated on improving
traditional ML approaches used in IDS.
Several supervised ML algorithms such as
SVM, RE, DT, and k-NN were extensively used
in the literature as they performed well for
classification purposes. Most of these studies
used benchmark data sets like NSL-KDD and
UNSW-NB15 to train the ML algorithms,
providing accurate classification of known
cyber attacks.

domain have transitioned from

In some research, feature selection and
dimensional reduction were highlighted,
helping in improving model efficiency and
minimizing the computational cost incurred
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by the models. Ensemble learning algorithms
were applied by combining several models to
produce better results in terms of increased
accuracy and false-positive
detections. Unsupervised machine learning

minimized

methods such as clustering and statistical
anomaly detection were used to recognize new
threats using an unsupervised learning
framework.  The identified
included heavy reliance on old data in training

weaknesses

the models. The training datasets are static and
thus do not reflect present-day cyber activity.
Traditional machine learning approaches
cannot capture complicated relationships and
patterns, hence their inefficacy in detecting

cyber threats.

Advancements in 2023: Deep Learning and
Critical Infrastructure

Deep Learning approaches for cyber threat
detection gained much attention in 2023. Many
researches employed Convolution Neural
Network (CNN), Recurrent Neural Network
(RNN), and LSTM models to analyze network
traffic or computer system behavior. Deep
learning models exhibited their superiority in
terms of the ability to learn spatial and
temporal characteristics. Moreover, hybrid DL
models, such as CNN-LSTM combinations,
were utilized to combine advantages of both
types. They provided better results in terms of
accuracy as opposed to traditional ML
algorithms.

Adversarial machine learning was another
interesting trend that appeared in this year.
Adversarial learning is a practice of generating
samples that trick machine learning algorithm
into making mistakes in predictions or
classifications. Researches proved that the use
of machine learning models in cyber security
can be exploited by attackers through creating
adversarial samples. Unfortunately, the use of
deep learning models resulted in several
issues, such as high demands for
computational power and time. The problem
is connected with poor explainability of the
obtained results.

Studies from 2024: Expansion into IoT and
Real-Time Detection
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As for the developments in 2024, research has
turned its attention toward protecting new
environments such as IoT and cloud networks.
IoT networks are difficult to secure due to
limitations in terms of computational capacity,
heterogeneity of devices, and other aspects
that require the development of lightweight
ML algorithms for real-time detection.

Deep learning models have become the
predominant method, which proved to be
effective in identifying complex attacks in IoT
networks. For instance, auto encoders and
DNNs were often used in anomaly detection
in order to detect the presence of unusual
activities within the network. Moreover, real-
time detection systems have been developed
to ensure rapid response to possible attacks.
Feature  selection and  dimensionality
reduction methods have also received
attention because they can help deal with the
problems associated with high dimensional
data. Unfortunately, the problems concerning
scalability, heterogeneity of data, and lack of

datasets for IoT have not yet been resolved.

Studies from 2025-2026:
Explainable, = Adaptive, and
Preserving Systems

Towards
Privacy-

The latest research trends (2025-2026) have
aimed at overcoming shortcomings and gaps
associated with previous methodologies
through the introduction of explainable,
adaptive, and privacy-preserving models. XAl
methods have been employed to increase the
transparency of machine learning algorithms.
Techniques such as SHAP (Shapley Additive
Explanations) have been employed to gain an
understanding  of learning
algorithms.

machine

Federated learning is considered a potential
methodology that can address the challenge of
privacy preservation during cyber threat
detection. Such an approach allows multiple
devices or organizations to participate in the
training process without disclosing raw data,
which makes it effective in distributed
environments such as IoT and cloud
computing. Finally, hybrid, ensemble models
utilizing both traditional ML approaches and
deep learning techniques have become
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popular among researchers as they allow
detecting threats with increased precision and
robustness. Reinforcement learning adaptive
models have also been proposed.

Conducted  systematic  reviews  reveal
persistent problems associated with dataset
imbalance, lack of real-world data,

computational complexity, and vulnerability
to adversarial attacks. It is important to note
that many authors stress that currently used
datasets, such as NSL-KDD or CICIDS2017, do
not represent modern cyber threats accurately
enough.

Critical Analysis and Research Gaps

However, after an extensive review of the
literature published recently, it is possible to
draw several important conclusions. Firstly,
there is a visible shift from classical machine
learning towards deep learning and their
combinations due to the necessity of dealing
with complicated and massive data. Secondly,
even though the effectiveness of detecting
malicious behavior has been greatly improved,
the problem of scalability, interpretability, and
deployment still persists.

It is also important to note the excessive use of
benchmark data in previous research, which
do not reflect the real-life specifics such as
dynamically changing traffic and attacks.
Moreover, the majority of the
concentrate on measuring performance
taking into consideration other
important aspects such as computation time or
real-time processing capabilities.

articles

without

3. SURVEY METHODOLOGY

This survey employs a methodical and
contextual approach for an in-depth study of
cyber threat detection systems based on
machine learning algorithms. While other
traditional review methodologies focus more
on the algorithmic accuracy of the system, this
methodology incorporates a  contextual
classification system, dataset-based analysis,
and deployment-oriented assessments of the
available methods. The entire approach aims
at providing a realistic analysis of the present
methods by bridging the gap between
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theoretical research and

practices.

cyber security

The method starts with an efficient literature
search process that gathers all the relevant
papers related to cyber threat detection
through machine learning or deep learning.
The criteria for inclusion include applicability
to cyber threat detection, usage of machine
learning/deep learning algorithms, and high-
quality = publications  [14]-[17].  Recent
publications (from 2021 to 2026) receive
preference during the search process.

To facilitate a systematic analysis, this paper
proposes a Context-Aware Multi-Layer
Review Methodology (CMLRM), which
divides all the existing research into three
interlinked layers — threat context, learning
model, and operating environment. Such an
approach allows for examining each particular
technique not only in terms of their technical
characteristics but also in accordance with
their potential use in certain scenarios. For
example, intrusion detection algorithms may
need to process data in real time, while
malware detection may include offline deep
learning algorithms [18], [19].

The survey also includes a data-focused
analysis strategy to acknowledge the
dependency of machine learning techniques
on their datasets. Such important features as
data freshness, balance of classes, rich set of
features, and practical relevance will be
considered when evaluating the reliability of
datasets. It should be mentioned that there
were works emphasizing the
drawbacks of widely used datasets in terms of
their generalization ability due to old attacks
and insufficient diversity [20], [21].

several

In addition, the methodology makes use of a
two-level assessment model which weighs
performance parameters alongside other
practical aspects. While performance metrics
like accuracy, precision, recall, and F1 score are
often considered when assessing how effective
a threat detection mechanism is, they do not
take into consideration other practical issues.
For this reason, this study evaluates the
practical aspect of a method using various
factors such as computational costs, scalability,
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and interpretability among others. It helps
gain a clearer insight about the limitations and
capabilities of various existing models [22],
[23]. Through the combination of context-
dependent classification, dataset assessment,

and performance and practical evaluation, the
methodology presented here provides a way
of conducting an extensive analysis of existing
cyber threats detection systems.

Component |[Description ||Key Factors |[Purpose
Selection of Source Ensure
Literature relevant ualit updated and
Collection |[studies quatity, high-quality
relevance .
(2021-2026) review
Context- Threat type,
Aware Multi-layer  ||[ML model, aSr:rdU(r:;::ies('j[ic
Classification||categorization||deployment analvsis
(CMLRM) context ¥
Dataset- Assessment  ||Imbalance, :Tr]r:)%reolve
Centric of dataset freshness, reliabilit
Evaluation ||quality features Y
understanding
Accuracy, Measure
Performance ||Traditional Precision, .
. . detection
Evaluation ||metrics Recall, F1-
score performance
Practical Real-world Cost, . Ensure
. - scalability, deployment
Evaluation ||constraints | - o
interpretability||feasibility

Tablel. Components of the Proposed Review Methodology

The proposed framework begins with
Literature Collection, where relevant studies
published between 2021 and 2026 are selected
based on source quality and research relevance
to ensure an updated and high-quality review.
Next, the Context-Aware Classification
(CMLRM) approach performs multi-layer
categorization by considering threat types,
machine learning models, and deployment
environments for a more structured and
realistic The  Dataset-Centric
Evaluation examines dataset

analysis.
phase

1
Data
Results

] Data Result -
1
I
1
1
v

SUVEY 3 o o o o e o e -
Responses 1
1

Building of

characteristics such as imbalance, freshness,
and feature quality to improve understanding
of model reliability and robustness. In the
Performance Evaluation stage,
metrics including Accuracy, Precision, Recall,
and Fl-score are used to measure the
effectiveness of detection models. Finally, the
Practical Evaluation phase focuses on real-
world constraints such as cost, scalability, and
interpretability to ensure the feasibility of

traditional

practical deployment.

1 t
1 1
1 . 1

[E——

Data Tabulation, Quantitative -
» Organizationand » Analyss of Roadmap for Lgtas » study

Classification Data CTSE of CT . Discussion
1 A 1
I A 1
! 1
l: Resultsor Artfacts auimed :
HI | o

Survey's steps
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Figure 1. Proposed Workflow of the Survey Methodology

The figure presents a systematic research
methodology for developing a roadmap for
CTSE of CT. It starts with collecting and
organizing survey responses, followed by
quantitative data analysis to
meaningful results. These findings are used to

generate

—

Context-Aware.

m Reaction Rules

build the CTSE4CT roadmap, which is further
supported through literature review and study
discussion. The interconnected flow represents
continuous feedback and refinement to ensure
accurate and reliable research outcomes.

layer

Figure 2 . Context-Aware Multi-Layer Review Methodology (CMLRM)

The figure represents the architecture of a
Context-Aware System. The system is divided
into two major components: Structure and
Dynamic modules. The Structure module

manages  different  operational layers,
including the  Environment, Interface,
Data centric
ML
Data quality checks
Data Data
[ collection versioning
- Data wrandling
Dataanalysis gy, preparation
& ™ Feature engineering
understanding g qugmentation

Data labelling or

synthetic data creation
t

Evaluation on any new

updates on data

Data drift & concept drift
checks

Hardware, and Software layers, while the
Dynamic module handles Reaction Rules for
adaptive responses. Together, these layers
enable the system to sense context, process
information, and respond intelligently to
changing environments.

Model centric

— MLOps
ML Ops

\ !

Model

re-traiming

Umi zation

Model

rinilial training >

Model deployment

Model interpretability
Model
hyperparameter

i
Model monitoring

Figure 3. Dataset-Centric Evaluation Model

4. CHALLENGES IN MACHINE
LEARNING-BASED CYBER THREAT
DETECTION

The implementation of machine learning-
based cyber threat detection techniques has
yielded many improvements over
conventional ~methods in  terms  of
cybersecurity; however, a number of key
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challenges persist in their application and
performance. These challenges stem from
problems in data quality, model development,
deployment, and the ever-changing nature of
cyber-attacks. To solve them, it is necessary to
design a more powerful cyber security
mechanism. The first challenge to be faced is a
lack of sufficient data patterns, artificially

Vol.14 Issue 2 | April-June 2026


https://irjeas.org/

generated traffic, and low data variety. This
has a negative effect on the generalization of
quality. Current models are mostly built using
public benchmarks like NSL-KDD and
CICIDS2017, which have outdated attack
trained models in practice [24], [25]. Moreover,
due to the dominance of benign data over
malicious samples in real datasets, models
tend to be heavily biased towards detecting
common attack patterns while being incapable
of recognizing other classes of attacks.

The other high
dimensional space and complexity of features

significant challenge is

in network data. The cyber security dataset
usually consists of many features, most of
which may be redundant or unnecessary. This
affects the computational complexity and
leads to poor model performances. Despite the
fact that some methods have already been
proposed to tackle the problems of dimension
reduction and feature selection, choosing an
effective combination of features remains a
difficult problem [26]. The wuse of deep
learning approaches poses several problems
concerning computational efficiency and
scalability. Deep learning models are known
to require a significant amount of data and
computation resources. Hence, their real-time
application becomes impossible in scenarios
when resource efficiency plays an important

role. Moreover, interpretability still poses a
problem since many deep learning models act
like black boxes and thus are inappropriate for
critical applications [27], [28].

Adversaries may manipulate data input in
order to fool models and reduce their
effectiveness, posing serious threats to the
safety of ML-based solutions. As shown in
scientific research, even very accurate models
may become subject to such attacks through
specially designed inputs [29]. Furthermore,
real-time detection imposes certain limitations
in terms of the implementation of algorithms
for anomaly detection. Most models were
tested in an offline environment on static
datasets, while in high-speed networks, ML-
based methods must provide real-time
response, low latency, and high throughput
while being resource-efficient. This task is not
easy to accomplish simultaneously [30].

Last but not least, privacy considerations lead
to the unavailability of real-world datasets
necessary for both training and testing ML-
based systems. It is hard for organizations to
agree to share their private data due to various
reasons; hence, there is a need to overcome the
lack of suitable datasets. Recent advances in
federated learning seek to solve the problem
[31].

Table 2: Challenges in ML-Based Cyber Threat Detection Systems

Challenge | Descripti | Impacton | Possible
on System Direction
Dataset incomplet | Incomplete | Use data
Quality eness, model imputation
noise, and | training, ,implement
bias false data cleaning
conclusion,
less
accuracy
and
reliability
Model Difficulty | Reduced Implement
Interpreta | intracing | ability to Al technique
bility how input | diagnosed | SHAPLIME
features errors or
influence | baise
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prediction
Adversari | Evasion Fail to Use input
al Attack attack, detect sanitization
poisoning | malicious techniques,
attack, activities robot
model training
inversion techniques
Scalability | Computat | Increased Optimized
ional cost, model
resources, | operational | algorithm
Real- time | complexity | and
processing implement
and model containerizati
deployme on
nt technologies
Integratio | Compatibi | Conflict Design
n with lity and and modular and
existing customiza | integration | interoperable
system tion issue systems and
tailor model
Compatibi | Security Conflict Compeatibilit
lities infrastruct | occur, y testing
ure integration
issue
Real-Time | Delay in Inefficient | Edge
Constraint | detection | deploymen | computing,
s t optimization
Privacy Limited Insufficient | Federated
Issues data training learning
sharing data

Future Research Directions

The fast pace of emergence of new types of
cyber threats due to advanced types of attacks
and increased use of digital infrastructure
requires constant progress in cyber security
approaches based on machine learning
techniques. While considerable progress has
been made in this area, many avenues are still
worth exploring in the future, with a view to
making intelligent systems more efficient,
resistant to various types of attacks, and
applicable in practice. Further development
efforts must be focused on the design of
adaptive and context-aware intelligent models.
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One potential path that can be explored
involves the use of explainable artificial
intelligence  (XAI) within cybersecurity
architectures. Since most deep learning models
function as black boxes, the inclusion of
interpretability measures can help security

experts comprehend the decision-making
process [32], [33]. Moreover, the use of
federated learning or privacy-preserving

learning could allow for model training
without compromising the confidentiality of
sensitive information [34].

Yet another research direction that deserves

mention is the development of lightweight and
real-time detection algorithms that can
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perform well even under conditions of limited
computing power, for in IoT
networks. Although existing deep learning
methods deliver excellent results in terms of
accuracy, they consume a significant amount
of computing power, which makes them
unfeasible for deployment in real-time
applications. In addition, the use of hybrid
learning algorithms that leverage supervised,
unsupervised, and reinforcement learning will
boost detection accuracy while allowing
systems to adapt to known and new threats.

example,

Developing models that are robust to such
attacks should also be considered an essential
task, given that numerous recent works have
proven that current machine learning methods
can be easily bypassed by adversarial attacks
[35]. Furthermore, the problem of developing
large and realistic cybersecurity datasets needs
to be addressed. Indeed, existing benchmark
datasets do not reflect the diversity and
complexity  of cyber  threats,
suggesting that there should be more efforts in
creating dynamic and large-scale, Finally,
incorporating automatic response and self-
recovery features should be seen as another
important direction for the development of
advanced cybersecurity tools. While currently
the main objective of machine learning
methods is to detect various security threats,
the systems of the future should also possess
the ability to independently respond to
detected threats and self-recover.

modern

V. CONCLUSION

In conclusion, this
comprehensive review of machine learning-
based threat  detection

study presented a

cyber  security
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